
Pantier Report

Ukraine: From Hybrid to 
Conventional Warfare

Jack Gill April 2022

ACIPSS
Austrian Center for Intelligence,
Propaganda & Security Studies



ACIPSS
Austrian Center for Intelligence,
Propaganda & Security Studies

Ukraine: From Hybrid to Conventional Warfare
Pantier Report №01/2022

2

Medieninhaber, Herausgeber und Verleger
Austrian Center for Intelligence, Propaganda and Security 
Studies (ACIPSS)
Attemsgasse 8/III, 8010 Graz, Austria
office@acipss.org
www.acipss.org

Redaktionelle Bearbeitung
Jeremy Stöhs
Paul Schliefsteiner
Stefan Auer
Jamie Harrison (Lektorat)

Layout und Cover
Alexander J. Pfleger
Coverfoto: Dmytro Myliutin

ISSN (Print): 2791-5050
ISSN (Online): 2791-5069

Blattlinie
Die Pantier Reports liefern präzise und faktenbasierte stra-
tegische Analysen mit konkret umsetzbaren Handlungs-
empfehlungen zu aktuell brisanten Themen und Heraus-
forderungen, primär aus den Bereichen Nachrichtendienste, 
Sicherheitsstudien und Propagandaforschung. Sie richten 
sich an Entscheidungsträgerinnen und Entscheidungs-
träger und Verantwortliche in Politik, Bildung, Forschung, 
Wirtschaft und ein interessiertes Fachpublikum. Die Pantier 
Reports und ihre Inhalte sind unabhängig von politischen 
Parteien, Institutionen und Interessengruppen.

The Pantier Reports provide precise and fact-based strategic 
analyses with concrete actionable recommendations on cur-
rent hot topics and challenges, primarily in the areas of intel-
ligence, security studies and propaganda research. They are 
aimed at decision-makers and those responsible in politics, 
education, research, business and an interested specialist 
audience. The Pantier Reports and its contents are indepen-
dent of political parties, institutions and interest groups.

Haftungsausschluss
Die Beiträge geben die Meinungen der Verfasserinnen und 
Verfasser, aber nicht zwingend jene der Redaktion oder von 
ACIPSS wieder. Trotz intensiver Bemühungen und sorgfälti-
ger Bearbeitung erfolgen alle Angaben und Informationen 
ohne Gewähr. Haftungen von ACIPSS, der Redaktion oder 
der Autorinnen und Autoren sind ausdrücklich ausgeschlos-
sen. Die verwendeten Fotos, Bilder, Grafiken und Zeichnun-
gen etc. wurden – außer in jenen Fällen, in denen es anders 
vermerkt ist – von den Autorinnen und Autoren geliefert, die 
laut Autorenrichtlinien ausdrücklich für die Beachtung und 
gegebenenfalls den Erwerb der notwendigen Bild- bzw. Re-
produktionsrechte verantwortlich zeichnen. Bei allfälligen 
Verstößen gegen die Urheber- oder Werknutzungsrechte ha-
ben sich deren Inhaber direkt an die Autoren zu wenden.

All opinions expressed are those of the individual authors, 
and not necessarily those of the editors or of ACIPSS. Despi-
te intensive efforts and careful processing, no responsibility 
is taken for the correctness of this data or information. Any 
liability of ACIPSS, the editors or the authors is excluded. 
All photo- graphs, images, graphics and drawings etc. used 
(except in cases where otherwise noted) are supplied by the 
authors, who are, as it is explicitly stated in the guidelines 
for authors, ultimately responsible for adhering to copyright 
laws and, if necessary, the acquisition of reproduction rights. 
In the event of any copyright or reproduction right infringe-
ments, the owners of said rights have to contact the indivi-
dual author(s) directly.

Dieses Werk ist lizenziert unter einer Creative Commons Na-
mensnennung - Nicht kommerziell - Keine Bearbeitungen 4.0 
International Lizenz.

mailto:office%40acipss.org?subject=Pantier%20Report%2001/2022
https://www.acipss.org
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/


ACIPSS
Austrian Center for Intelligence,
Propaganda & Security Studies

Ukraine: From Hybrid to Conventional Warfare
Pantier Report №01/2022

3

Overview
On 24 February 2022, the Russian Federation, under the lea-
dership of President Vladimir Putin, launched a full-scale in-
vasion of Ukraine. A major four-pronged assault was conduc-
ted simultaneously, targeting primarily the Ukrainian cities 
of Kyiv and Kharkiv from the north, while other forces move 
westward from the Donbas region, and northward into sout-
hern Ukraine via Crimea. This has marked the largest military 
conflict on the European continent since the Second World 
War. Thousands of Russian and Ukrainian soldiers have died, 
while over 2.5 million refugees have already crossed over 
Ukraine’s western borders into the European Union. Condi-
tions are horrific and eyes across the world are fixed on Uk-
raine. Whether the Russian government will end its hostilities 
against Ukraine anytime soon remains to be seen. 

How did we get here?
Russian-Ukrainian relations have been at an historic low 
for a number of years now. Since the Russian annexation of 
the Crimean Peninsula in 2014 and its support for the sepa-
ratist regions of Luhansk and Donetsk, Ukraine has fought 
militarily against covert Russian operations and subversion. 
In the same year, Ukraine, along with Georgia and Moldova, 
signed an Association Agreement with the European Union 
(EU), and has openly and actively sought to gain members-
hip of the EU and the North Atlantic Treaty Organization 
(NATO), whose security umbrella provides the ultimate state 
protection and the nuclear deterrence of the United States, 
United Kingdom and France. NATO membership would thus 
render Ukraine untouchable (militarily speaking) to the 
Kremlin. President Putin, on the other hand, sees the pro-
spect of Ukraine’s membership in NATO as a major security 
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Summary
This report outlines the tactics Russia has used against Ukraine since its annexation of Crimea in 2014 and support for sepa-
ratism in Donbas, which include hybrid warfare, grey-zone tactics, and the use of de facto states. The author discusses the 
significance of Russia reverting to conventional warfare by invading Ukraine for Europe. He argues that the current events 
demonstrate a failure of President Putin’s hybrid warfare approach towards Ukraine and that the Russian government has 
therefore decided to achieve its foreign policy goals by force. Finally, the report puts forward policy recommendations, in-
cluding Ukrainian military neutrality and developing a new and comprehensive containment strategy against aggressive 
authoritarian states.

In Brief
Finland-style armed neutrality for Ukraine should be 
considered to ensure its peaceful and democratic  
development.

Create new and effective Western deterrence  
to prevent the invasion of sovereign states.

The West should empower at-risk states to defend  
themselves through greater defence cooperation.
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threat, which would dramatically increase 
the length of the NATO-Russia frontier. Con-
versely, control over Ukraine would bring 
Russian military power back into Central 
Europe. 

Hybrid warfare in Ukraine 
2014-2022
As a means to achieving its foreign policy 
objectives without incurring the conse-
quences of war, Russia has for a long time 
engaged in ‘hybrid warfare’ in Ukraine.1 In 
contrast to conventional warfare, such as 
we are seeing now in Ukraine, hybrid warfa-
re applies various non-military methods of 
state subversion. It can be broadly defined 
as follows:

“To put it simply, hybrid warfare entails 
an interplay or fusion of conventional 
as well as unconventional instruments 
of power and tools of subversion. The-
se instruments or tools are blended in 
a synchronised manner to exploit the 
vulnerabilities of an antagonist and 
achieve synergistic effects.”2

Aside from military operations, the ‘instru-
ments of power and tools of subversion’ 
that the Kremlin has been using in Ukraine 
include political, economic and societal 
tactics aimed at dashing Ukraine’s pro-western ambiti-
ons, while also fostering the pro-Russian elements in both 
Ukrainian society and the country’s political system. A good 
example thereof has been the Kremlin’s support for the 
Ukrainian pro-Russian political party ‘Opposition Platform 
– For Life (Opozytsiyna platforma – Za zhyttia, OPZZh)’, hea-
ded by Ukrainian oligarch Viktor Medvedchuk. However, in 
recent years the pro-Russian political wing has lacked wide-
spread electoral support given Russia’s occupation of Ukrai-
nian territories.3 
According to the Centre for European Policy Analysis (CEPA), 
in the period since 2014 Russia’s primary military objective 
in Ukraine was “to keep Ukrainians demoralized and stres-
sed from the ever-present threat of ramped-up aggression” 
in order to feed “the frustration and resentment that it hopes 
Ukrainians will gradually direct at their own politicians.”4 In 
this way, Russia hoped to pass the blame for the continuing 
violence and strife in the east of the country onto pro-wes-
tern Ukrainian politicians.
Russia has also used trade as a weapon against Ukraine. As 
one of its main trading partners before 2014, trade between 
Russia and Ukraine dropped by half between 2013 and 
2015.5 The most important area of economic war against 
Ukraine has been in energy supplies. For example, in order 
to “undermine Ukraine’s reliability as an energy transit coun-
try”, Russia shut off supplies of gas to Central and Eastern 
Europe in the winter of 2009.6 As a result, some European 

countries, most notably Germany, have been keen to bypass 
Ukraine and obtain natural gas directly from Russia through 
initiatives like the Nord Stream 2 pipeline, thus weakening 
Ukraine’s position vis-à-vis Russia. 
Russia also employs the media to propagate disinformation 
and sow division in Ukrainian society, an example of which 
was a news story “during the 2014 protests about a coup 
d’état in Kyiv by right-wing radicals who posed a threat to 
Russian-speaking citizens.”7 

Grey-Zone Tactics
The so-called ‘grey zone’ is a term which references the 
‘grey’ area between war and peace that Russia uses in order 
to achieve its foreign and security policy goals short of go-
ing to war. In doing so, it manages to avoid the costliness of 
all-out war. In grey-zone operations, Russian soldiers wear 
unmarked uniforms – the so-called “little green men” seen 
in eastern Ukraine – so that the Kremlin always has plau-
sible deniability and thereby avoids international sanctions. 
Moreover, according to CEPA, after the conflict in 2014 and 
the signing of the Minsk Agreement, Russia reverted to “low-
intensity military conflict in the east combined with hybrid 
attacks on the rest of Ukraine.” The Russian security services 
(FSB and GRU) have conducted dozens of operations in Uk-
raine, including “attacks on critical infrastructure and arm-
ament depots, and assassinations of members of Ukraine’s 
security services, soldiers, and Russian dissidents who had 

Figure 1: Geopolitical Map of Europe if Ukraine, Moldova and Georgia joined NATO. Alt-
hough Crimea is legally recognised as a part of Ukraine, it is under de facto Russian 
control.
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fled to Ukraine.” Russian agents have also 
been behind attacks on ethnic minorities, 
seeking to “instigat[e] inter-ethnic tensions 
and violence.” Thus, using grey-zone tactics 
to weaken Ukraine’s government, economy, 
infrastructure, societal unity and territorial 
integrity, Russia has sought to delegitimise 
the very existence of an independent Ukrai-
ne by making it into a failed state. 

De Facto States
A key feature of Russia’s foreign policy in its 
so-called “near abroad” (i.e., former Soviet 
states, particularly those who seek to join 
NATO and the EU) has been the use of so-
called de facto states. These, in short, are 
regions of countries whose desires for self-
determination have been exploited by the 
Russian Federation in order to weaken the 
country to which they belong. After a brief 
war, these states de facto govern themsel-
ves but lack any international recognition 
as independent nations. In Ukraine, this has 
taken the form of the Donetsk and Luhansk 
Peoples Republics in the east of the count-
ry, whose sovereignty has been recognised 
by the Russian Federation.8 By supporting 
these breakaway territories, Russia ensures 
that Ukraine (as well as Georgia and Moldo-
va) remains in a perpetual state of internal military conflict 
(so-called frozen conflicts), thereby preventing Ukraine from 
achieving internal stability, territorial integrity, and joining 
NATO. 

Return to Conventional Warfare
When Russia launched its land invasion of Ukraine on 24 Fe-
bruary 2022, many Russia analysts were taken by surprise. 
Moscow’s unprecedented use of force to openly invade its 
neighbour marks a dramatic shift in the lengths to which 
President Putin is prepared to go to achieve his aims. It is 
clear that he was not satisfied with the lack of success of his 
hybrid warfare approach in Ukraine, which in fact has only 
served to strengthen the internal unity of the country over 
the last eight years (excluding the separatist regions and Cri-
mea). Indeed, Ukrainian support for unification with Russia 
had dropped entirely after 2014, from 30% in 2013 to just 
7.8% in 2017.9 
So what does this return to conventional warfare mean 
for Russia, Ukraine, and Europe? In the case of the former, 
the invasion means that Putin’s policy of hybrid warfare in 
Ukraine appears to have been unsuccessful, or at least not 
worth continuing. The Kremlin has tried every tactic short 
of war, and it has served only to unite Ukraine and reaffirm 
its pro-Western foreign policy. Operating in the ‘grey zone’ 
has the advantages laid out above, but it could not achieve 
what Putin wanted in Ukraine – to divide its population and 
delegitimise its government. 

In terms of Russia’s foreign and security policy going for-
ward, it is, of course, hard to tell what will happen in Uk-
raine over the coming weeks and months, but one thing is 
certain: by invading Ukraine, Putin has united the nation 
in a way previously not possible and given the Ukrainians 
a common cause. To fully conquer the country would re-
quire the Kremlin to destroy the Ukrainian leadership and 
subjugate the Ukrainian people to a repressive regime, 
such as was the case in Chechnya. 

As the unprecedented international sanctions take their 
toll on the Russian economy, one could expect that neit-
her the increasingly impoverished Russian population nor 
the frustrated oligarchy would keep supporting the Putin 
regime. Nevertheless, in following this path the Russian 
leader has shown he is not afraid of using majorly repres-
sive measures to control his population and political esta-
blishment. 

Russia’s invasion of Ukraine marks a return to the use of 
conventional warfare in Europe. President Putin has de-
monstrated the lengths he is willing to go to achieve his 
territorial and geostrategic ambitions. In this new reality 
smaller states not under the NATO security umbrella or 
lacking military capabilities are potentially open game for 
Russia. Given that open military conflict between NATO 
and Russia is not an option, due to the risk of nuclear esca-
lation, new ideas are necessary regarding not only Ukraine, 
but also those non-NATO countries in Russia’s perceived 
sphere of influence, most notably Moldova and Georgia. 

Figure 2: Geopolitical map of Europe if Ukraine, Moldova and Georgia 
came fully under Russia’s sphere of influence.
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Recommendations
Below are specific recommendations that can be made ba-
sed on the above analysis:

Consider armed neutrality: Given that NATO is unable to 
accept Ukraine, Georgia or Moldova in the near term due to 
their ongoing territorial conflicts, a more advisable course of 
action for all three countries could be to secure their mili-
tary neutrality. Armed neutrality – akin to Finland after the 
Second World War10 – could ensure these countries’ econo-
mic and political stability, offering them a chance to develop 
economically, attract foreign investment and allow their de-
mocratic political systems to mature. The geopolitical reality, 
from a Western view, is that these countries lie next to a re-
vanchist Russian Federation, whose government sees them 
as part of Russia’s sphere of influence. However, because 
Ukrainian neutrality is one of Russia’s key demands, securing 
it should rest on the development of more substantial con-
ventional military capabilities (in the mid term) and be cou-
pled to the possibility of admission into the European Union 
(in the long term). 

Create new and effective deterrence: Until Putin leaves of-
fice, the West must either accept that Russia will continue 
to actively and aggressively reshape its sphere of influence, 
or it will have to invest significantly more political, diplom-
atic, and military capital in opposing Russia’s actions. From 
a Western perspective, Russia, alongside Xi Jinping’s China, 
now represents the greatest threat to global security. As the-
se rising revisionist powers seek to redraw and expand their 
spheres of influence, Western foreign and security policy 
should focus on developing a common containment stra-
tegy, i.e. preventing the incursion of these authoritarian po-
wers into neighbouring democratic states. Unless the West/
NATO is able to provide a more effective deterrent, Russia 
may be more likely to pursue its other external security ob-
jectives by force, especially given that it has already incurred 
the penalties it anywise would have. New forms of Western 
deterrence need to make the use of force even more painful. 
This may be sanctioning all forms of trade, including energy, 
as well as inducing Western businesses to decrease relian-
ce on totalitarian markets and diversify business production 
processes to ensure there is no dependence on potentially 
hostile states.

Empower other at-risk states: Russia’s return to conventional 
warfare in Ukraine marks a shift in military tactics towards 
achieving its external security goals. Putin clearly believes 
that securing Ukraine outweighs international isolation and 
a pariah status. It also demonstrates that Russia’s previous 
strategy in Ukraine has not been effective at dividing society 
or delegitimising governments. Rather, it has united the tar-
get society against the aggressor. After eight years of hybrid 
warfare, Ukrainian society is more staunchly anti-Russian 
than ever. The same can be said in the case of other small 
states, such as Georgia or Taiwan, that are threatened by 
powerful neighbours. Under these circumstances, the West 
should therefore step-up defence agreements and military 
investment in friendly countries that are potential targets 
for authoritarian powers to prevent the latter from resorting 
to conventional war once their subversive efforts fail. Efforts 
should include joint naval and land exercises, improved war-
fare technologies such as drones and anti-air defence sys-
tems, as well as cyber resilience.11 

Jack Gill
Jack Gill is an ACIPSS Affiliated Researcher and a Research Assistant at the Institute 
for the Danube Region and Central Europe (IDM). His focus is on foreign policy and 
security in Central and Eastern Europe. He has an International Master in Central 
and East European, Russian and Eurasian Studies from the Universities of Glasgow 
and Tartu, and Ilia State University in Tbilisi. His thesis analysed foreign policyma-
king in the South Caucasus since 1991. Before that, he obtained a BA in Russian 
Studies at the University of Birmingham (UK).
j.gill@idm.at

1 See Frank Hoffmann’s “Conflict in the 21st Century: The Rise of Hybrid Wars” 
(2007). Potomac Institute for Policy Studies. Arlington, Virginia.

2 Bilal, A. Hybrid Warfare – New Threats, Complexity, and ‘Trust’ as the Antidote. 
NATO Review. 30 November 2021. https://www.nato.int/docu/review/artic-
les/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-an-
tidote/index.html, accessed on 3 March 2022.

3 Zarembo, K. and Solodkyy, S. “The Evolution of Russian Hybrid Warfare: The 
Case of Ukraine”. Centre for European Policy Analysis (CEPA). 29 January 2021. 
https://cepa.org/the-evolution-of-russian-hybrid-warfare-ukraine/. Accessed 
on 3 March 2022.

4 Ibid.
5 Ukraine: the data. World Bank, https://data.worldbank.org/country/ukraine. 

Accessed on 3 March 2022.
6 “Russia-Ukraine gas crisis intensifies as all European supplies are cut off”. The 

Guardian. 07 January 2009. https://www.theguardian.com/business/2009/
jan/07/gas-ukraine. Accessed 17 March 2022.

7 Zarembo, K. and Solodkyy, S. 2021
8 Bare, D. Ukraine in 2016: Towards a “Frozen Conflict”? In: Journal for Intelligen-

ce, Propaganda and Security Studies (JIPSS). Vol. 10, No. 2/2016, pp. 159-173.
9 “Bezviz dlia Ukrainy – hromadska dumka (Visa-free regime for Ukraine – a pu-

blic opinion).” Ilko Kucheriv Democratic Initiatives Foundation. 21 June 2017. 
https://dif.org.ua/article/bezviz-dlya-ukraini-gromadska-dumka. Accessed 3 
March 2022.

10 Finland signed an “Agreement of Friendship, Cooperation, and Mutual Assistan-
ce” with the Soviet Union in 1948, allowing it to maintain its liberal democracy 
and economy in exchange for guarantees that “no third party would exploit 
Finland’s territory against the Soviet Union” (also called the Paasikivi Policy). 
“The Paasikivi Policy and Foreign-Policy Thinking”. https://web.archive.org/
web/20040613052725/http://www.paasikivi-seura.fi/society/paasikivipolicy.
htm. Accessed 22 March 2022.

11 Dobbins, J. et al. Overextending and Unbalancing Russia. RAND Corpora-
tion, 2019. https://www.rand.org/content/dam/rand/pubs/research_briefs/
RB10000/RB10014/RAND_RB10014.pdf. Accessed 23 March 2022.

mailto:j.gill%40idm.at?subject=Pantier%20Report%2001/2022
https://www.nato.int/docu/review/articles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-antidote/index.html
https://www.nato.int/docu/review/articles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-antidote/index.html
https://www.nato.int/docu/review/articles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-antidote/index.html
https://cepa.org/the-evolution-of-russian-hybrid-warfare-ukraine/
https://data.worldbank.org/country/ukraine?view=chart
https://www.theguardian.com/business/2009/jan/07/gas-ukraine
https://www.theguardian.com/business/2009/jan/07/gas-ukraine
https://dif.org.ua/article/bezviz-dlya-ukraini-gromadska-dumka
https://web.archive.org/web/20040613052725/http://www.paasikivi-seura.fi/society/paasikivipolicy.htm
https://web.archive.org/web/20040613052725/http://www.paasikivi-seura.fi/society/paasikivipolicy.htm
https://web.archive.org/web/20040613052725/http://www.paasikivi-seura.fi/society/paasikivipolicy.htm
https://www.rand.org/content/dam/rand/pubs/research_briefs/RB10000/RB10014/RAND_RB10014.pdf
https://www.rand.org/content/dam/rand/pubs/research_briefs/RB10000/RB10014/RAND_RB10014.pdf

