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Sven Bernhard Gareis
HYBRID THREATS AND WARFARE. HOW STATES AND SOCIETIES CAN COPE WITH CONVENTIONAL AND UNCONVENTIONAL
SECURITY CHALLENGES
Prof. Dr. Sven Bernhard Gareis
is a Professor of International Politics at the Westfälische Wilhelms-Universität
in Münster, Germany. Being an expert on China and East Asia, he also works
on international organizations’ role in the maintenance of peace and security.
Contact: svengareis@web.de

Zusammenfassung:

HYBRIDE BEDROHUNGEN UND KRIEGSFÜHRUNG. WIE STAATEN UND GESELLSCHAFTEN KONVENTIONELLEN
UND UNKONVENTIONELLEN SICHERHEITSGEFÄHRDUNGEN BEGEGNEN KÖNNEN
Hybride Bedrohungen und Kriegsführung sind keineswegs neue Phänomene. In der globalisierten Welt mit
ihren immer engeren Verkehrs- und Kommunikationsverbindungen indes sind ihre Auswirkungen immer
schneller und unmittelbarer zu spüren. Sie stellen nationale und internationale Sicherheitsagenturen vor neue
Herausforderungen – zugleich jedoch bieten geeignete Abwehrstrategien den betroffenen Gesellschaften
auch bedeutsame Entwicklungsmöglichkeiten: Resiliente Nationen sind gekennzeichnet durch einen Grad
an Zufriedenheit ihrer Bürger sowie deren Vertrauen in das politische und gesellschaftliche System. Verantwortungsbewusste Akteure in Regierung und Zivilgesellschaft sollten daher den engen Zusammenhang
zwischen nationaler und sozialer Sicherheit berücksichtigen und danach streben, ihre Bürger zufriedener zu
machen - und ihre Staaten widerstandsfähiger.
It is by no means a new phenomenon that states at
war employ a broad array of instruments besides
their military forces to achieve their war objectives.
Deception, propaganda, information campaigns,
irregular or covert operations have always been
accompanying the conventional warfare through
state-controlled militaries. Those measures aim to
demoralize soldiers fighting at the frontline as well
as to decrease the domestic support for their service.
They are targeting the human psyche by raising
anxieties and fears, seeding doubts, questioning the
legitimacy of governments and institutions, and splitting the cohesion of a nation along social, cultural,
religious or ethnic division lines.
In this regard, the hybrid warfare that the Russian
Federation has been conducting in Ukraine since 2014
and the threats that it poses to other countries in its
immediate or wider neighborhood do not constitute a

genuinely new concept of warfare.1 On the contrary, in
an article titled “The Value of Science in Prediction”
(Ценность науки в предвидении), published in the
Military-Industrial Kurier (военно-промышленный
курьер) on 27 February 2013, Russian Chief of General Staff, Valery Gerasimov presents the uprisings of
the Arab Spring and the “colored revolutions” as the
results of Western strategies that show “that a perfectly
thriving state can, in a matter of months and even
days, be transformed into an arena of fierce armed
conflict, become a victim of foreign intervention, and
sink into a web of chaos, humanitarian catastrophe,
and civil war.”2 Gerasimov also draws conclusions
for future tasks of the Russian military. This article
is often referred to as the Gerasimov-Doctrine that
is systematically put into work in Ukraine and beyond since – which is most probably not the case.3
Gerasimov presents a Russian view on how to cope
155
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with the perceived challenges by the West – not a
blueprint for a campaign.

Fig. 1: Russian Chief of General Staff Valery
Gerasimov.

However, the “use of special operations forces and
internal opposition to create a permanently operating front through the entire territory of the enemy
state, as well as informational actions, devices, and
means” that are “constantly being perfected […] and
reflected in the doctrinal views of the world’s leading states and are being used in military conflicts”4
is not a Western specialty. Russia intensely applied
those kinds of measures in Ukraine in 2014 and
since – albeit not necessarily in a doctrinal manner,
but nevertheless, rather successfully. What surprised
targeted states like Ukraine or the Western community at large, was less the so-called line of attack in
a “non-linear war” (Gerasimov), but the degree of
precision and determination to which the Russian
government under Vladimir Putin arranges its military
and especially its non-military operations in domains
such as cyber, information technology, public opinion,
diplomacy and (covert) military operations. Hereby,
Russia’s initial success in Ukraine was largely due
to the weakness of the country’s national cohesion,
political culture and institutions, and the helplessness
of the West to appropriately respond to the Russian
aggression.
This helplessness has its reasons: hybrid measures are purposely applied beneath the threshold of
conventional warfare. Unlike with soldiers, armored
divisions or fighter aircraft crossing borders, it is
156

difficult to conclusively attribute, for example, a
cyber-attack to an accountable actor. There are blurring borders and grey zones: is Russia supporting
separatist movements in Eastern Ukraine or has it
launched a military aggression against a sovereign
country? Russia is part of the Normandy Format5 that
negotiated the Minsk II agreements on a ceasefire
in Eastern Ukraine but has always denied any direct
involvement. It takes considerable effort to convey
its narratives into Western nations and societies.
The EU, the US and other countries imposed bearable sanctions on Russia – but avoid more energetic
action against Moscow since many Western countries
maintain strong economic and political ties with
Russia. The West maintains a unified position – but
at the same time seems to tacitly accept that Crimea
will not return to Ukraine in the foreseeable future.
Eastern Ukraine is still war-torn while the Minsk II
Agreement has not successfully been implemented.6
Ukraine is certainly the most important victim
of hybrid warfare in Europe. Comparable threats,
however, are being perceived by many countries in
and around NATO and EU. Against this backdrop:
what can states, societies and alliances do to defend
themselves against a kind of warfare that does not
strive for territorial gains or military dominance, but
rather aims to destabilize if not destroy the societal
order of a nation or the stability of a region? The
complexity of hybrid warfare requires complex
responses and a differentiated set of instruments.
However, what is needed first is a thorough analysis
of the nature and the functioning of hybrid threats
and warfare. That includes a sober assessment of
the weaknesses and vulnerabilities within states and
societies that hybrid actions try to capitalize upon.
WHAT ARE HYBRID THREATS AND WARFARE?
Since 2014, the terms hybrid war or hybrid threats
are in inflationary use in the current discourses on
international security policy. Other than in the case
of armed international conflict, however, there is
no agreed definition or concept in political practice
or academia that could be used to reliably qualify a
situation as a hybrid war – based on which a probed
set of political, military or legal measures and procedures could be invoked to cope with it. Actually,
war as such can be described as hybrid because it
always included dimensions beyond the mere use
of military force. In that regard, the term hybrid

© Carolin Schliefsteiner
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Fig. 2: This scheme illustrates measures that can be utilized in hybrid warfare.

and – after Yanukovych had fled the country – the
new leadership as Fascists and Nazis to compromise
their reputation and legitimacy and to reduce public
support in Western countries.8 With Ukraine being
only one theatre in a broader Russian hybrid campaign against Western dominance in the region, this
tactic simultaneously tried to probe Western cohesion
regarding common assessments of and responses to
the developments in Ukraine.

© Sasha Maksymenko

does not add new value in the analysis of conflicts.
Johann Schmid therefore proposes to focus on hybrid
warfare rather than hybrid war to make clear that the
same phenomenon can be viewed differently from
different perspectives and in different phases of a
developing conflict.7
Hybrid warfare can be described as a combination
of the (open and covert) use of military force with
any non-military means that can harm an adversary
state, society or even international organizations
like the EU or NATO. Other than in predominantly
conventional wars where such means often complement classical military operations, they are essential
instruments in hybrid warfare that often outweigh
military efforts. Regarding the military, this often
means special forces operations by “little green men”
without national badges or covert military support
of insurgents to be able to plausibly deny a direct
involvement and to keep the situation as unclear as
possible.
Amongst the most prominent and effective instruments in the hybrid warfare toolbox are information
campaigns that aim to manipulate public opinion,
damaging the adversary system’s reputation and conveying the aggressor’s own narratives of a situation
and its development. In the globalized and digitalized
world, such campaigns are not confined to a single
target. As again the Ukrainian example shows, the
2013/14 Maidan protests against then-President
Victor Yanukovych were accompanied by a massive campaign that denounced the demonstrators

Fig. 3: Protests against the Ukrainian Government in December 2014 at Kiev’s main square,
the Maidan.

Information campaigns show manifold faces and use
versatile channels. There is blunt propaganda and
there are professionally designed networks like RT
(formerly Russia Today) that is accused to present
propaganda and fake news in the guise of serious
information.9 There are troll commentators in online
media, reputed experts’ comments in popular mass
media and well-funded think tanks and foundations like the “Dialogue of Civilizations Research
157
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and taken accountable. As an instrument of hybrid
warfare, cyber-attacks can confuse or disrupt the
communication infrastructure of states and societies,
cause sectoral or temporary paralysis of public life
and contribute to an overall climate of uncertainty
and fear. It again can undermine the legitimacy of
governments, if they are not able to protect their
societies against those very real damages carried
out from the virtual realm.
Attacks against the public and economic infrastructure have become every-day challenges, cyber
espionage and cybercrimes pose growing threats to
nations, businesses and individuals. The disclosure of
hacked information about the electronic communication of prominent politicians can influence general
elections, as do possible attacks on electronic voting
systems. After the US presidential elections in 2016,
democratic countries have to become more attentive
to the perils of interferences from the cyberspace.
Revelations by actors like WikiLeaks or Edward
Snowdon can have negative impacts on national
security policies. Destructive malware like Stuxnet
that allegedly was launched by the US and Israel to
destroy central parts of the Iranian nuclear program
has proven to be a lethal weapon in military arsenals
– again without a possibility of clear attribution to
an identifiable author.11
HOW DO HYBRID THREATS FUNCTION?
The most important objective of hybrid warfare is
to create confusion and to destroy trust in existing
orders. Hereto hybrid measures aim at the basic
© WikiLeaks | David G Silvers | Laura Poitras/Praxis Films

Institute” in Berlin that help to set the agendas for
public discussions.10 An old Cold War instrument
is the creation of message multipliers supported
financially by autochthon movements or parties that
are dissatisfied with the political or socio-economic
order in their countries.
The first and foremost purpose of information campaigns is to undermine public trust in the institutions,
structures and procedures in the targeted states and
societies, be it by fake news or by creating confusion.
After the downing of Malaysian Airlines flight MH
17, Moscow presented a plethora of explanations
and interpretations, many of them in partial or full
contradiction to each other – simply to overwhelm
the global public’s capacities for fact-based assessment and judgement of a case. The blurring borders
between facts and fiction accelerate the erosion of
any basis for serious debate.
Another ideal realm for hybrid warfare is the cyber
space. It transcends all classical borders, it interconnects all private, public, economic or administrative
areas of life and it is – despite enormous efforts by
powerful states like the US, Russia or China – difficult
to control. It offers convenient commodities like a
globally interconnected infrastructure for real-time
communication for any public, private or individual
actor – thus boosting international exchange, trade
and commerce. At the same time, the far-reaching
dependency of all areas of life reveals increasingly
existential vulnerabilities. The virtual nature of the
cyber space allows all kinds of actors to launch serious
attacks causing considerable damage to individuals,
organizations and states at a low risk of being traced

Fig. 4: Revelations by actors like WikiLeaks, Julian Assange (left) and Edward Snowden (right)
can have impacts on national security policies or domestic politics.
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features of human psyche: to feel safe and secure is
a fundamental desire of every individual. This desire
goes far beyond the guarantee of physical survival
– human beings have the need to be respected in
his or her personality, to enjoy equality and justice
not only in legal terms but also in social, economic,
cultural, ethnic or religious regards.
Aggregated to the level of a nation, these aspects
form the foundation of the concept of societal security
that guarantees fair and discrimination-free treatment
to all its members. In their landmark publication, Why
States Fail Daron Acemoğlu and James A. Robinson
describe those societies as wealthy and stable that
established “inclusive” political and economic institutions. Those institutions allow people to pursue their
individual interests, unfold their talents and actively
participate in social, economic and political life.
They provide a framework for competition and consequently for development. Acemoğlu and Robinson
distinguish inclusive institutions from “extractive”
ones that base the well-being of certain social groups
(often referred to as elites) on the exploitation and
detriment of others.12 In this perspective, a society
is the more stable the more inclusive and just it is
perceived by its members. Vice versa, the deeper
the social splits and cleavages are, the weaker trust
in institutions and the more corrupt a system is perceived, the more fragile is a society – and the more
prone to hybrid intervention from outside.
The World Happiness Report of 2017 gives empirical evidence to this finding: it highlights the social
foundations of happiness for individuals and nations,
and its global ranking shows the close correlation
between happiness and peace and societal stability.13
The happiest nations are the consensus-oriented ones
in Scandinavia, whilst war-torn nations in Africa show
the lowest degree of happiness. Acknowledging that
a correlation does not necessarily indicate a causal
relationship between variables, the positive impact
of inclusiveness on societal security appears at least
very plausible. Inclusiveness does not mean total
equality. However, if social inequality is no longer
accepted as the outcome of fair competition under
equal conditions for all members of a society, feelings of injustice and grievances over discrimination
can easily be exploited in an interplay of internal and
external actors to widen the gaps along social, ethnic
or religious lines. As a result, states and societies
may disintegrate into antagonistic camps that are
no longer able to communicate with each other –

particularly as the perception of disenfranchisement
often makes those groups an easy prey for so-called
strong leaders with clear-cut and simple solutions to
increasingly difficult problems.
This is furthered by an important mega-trend in
the use of media and information across the globe: to
escape the complexity of the challenges to be dealt
with, more and more people withdraw into filter
bubbles that admit only those kinds of information
that reinforce existing preferences, attitudes, opinions or behavior.14 To avoid cognitive dissonance,
contradictory facts or deviant interpretations are
actively excluded from being noticed. On the internet, the analysis of users’ search behavior is being
utilized to create algorithms that propose only goods,
services or information that fit into existing patterns.
In political communication, agitators can plug in
and reinforce dissatisfaction up to radicalization in
thoughts and action.
In Ukraine, Russia capitalized upon the country’s
fragile national identity, seized the opportunity of a
political transition phase to carry a professionally
orchestrated hybrid campaign into the country,
successfully stirring up resentments amongst parts
of the Russian speaking population on the Crimea
and in Eastern Ukraine. It is not difficult to predict
which leverage points Russia may try to use in other
countries outside and within NATO or the EU. In
the US and in France, the presidential campaigns
2016/17 were led against “the establishment”, in
many European countries nationalist and xenophobic
parties and movements have considerable success in
contesting the benefits of European integration and
reinforcing the internal crises of the Union. Polarization, distrust, anger, or even hatred weaken states
and societies, open avenues for hybrid interference
from outside, and thus constitute serious threats to
national integrity and stability – within the country
itself as well as with regard to regional and international orders. In April 2019, Der Spiegel, one of
Germany’s most important weeklies, made up with
a cover story on “AfD – Putin’s Puppets – How the
Kremlin Employs the Right-leaning Party for its
Purposes”.15 This article is a well-researched piece of
investigative journalism in a top-class press medium,
presenting evidence-based facts and analyses and
coming to stringent conclusions. It offers a concise
revelation of how external actors can capitalize
upon existing grievances to deepen the cleavages
within a society.
159
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Fig. 5: In April 2019, Der Spiegel made up with
a cover story on “AfD – Putin’s Puppets – How
the Kremlin Employs the Right-leaning Party for
its Purposes”.

At its summits in Wales 2014 and Warsaw 2016,
NATO has brought collective defense and deterrence back into the focus of its policies. Under the
headline of a “Readiness Action Plan”16, the alliance established a Very High Readiness Joint Task
Force (VJTF) or took reassurance measures like the
deployment of small military contingents to Estonia, Latvia, Lithuania and Poland. These Enhanced
Forward Presence (EFP) deployments are designed
as a show of force to a potential aggressor as well as
a demonstration of the solidarity and determination
of its member states.17 Partner nations like Ukraine
and Georgia receive support in fields like strategy,
doctrine and education, military training assistance
and the (limited) provision of military equipment and
non-lethal weapons. At the 2018 Brussels summit,
NATO members adopted a Readiness Initiative according to which they “offer an additional 30 major
naval combatants, 30 heavy or medium manoeuvre
battalions, and 30 kinetic air squadrons, with enabling
forces, at 30 days’ readiness or less.”18

Hybrid measures often overwhelm the defense capacities of a single state and/or challenge groups of
states or regions. They require concerted responses
both in the field of identifying threats as well as of
effectively countering them. Since hybrid threats are
primarily of a non-military nature and use versatile
guises and channels to unfold their impact, any alliance
or security related organization must provide analytical capacities to assess, whether suspicious incidents
are isolated phenomena or are indeed elements of
a hybrid strategy. To this end, it is indispensable to
further inter-agency exchange of data, findings and
assessments to put a multitude of distinct events and
cases together in a mosaic that displays a possible
strategy that then can be countered. To arrange interagency cooperation between the military, the police,
the intelligence services, the emergency management
authorities and civil administrations is primarily a
national task of the states. However, international
organizations such as the EU or alliances such as
NATO can contribute significantly to increasing the
nations’ capacities.
160
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COUNTERING HYBRID THREATS – WHAT
CAN ALLIANCES DO?

Fig. 6: As part of its efforts to counter hybrid
challenges, NATO established a Strategic Communication Center of Excellence in Riga.

Military measures are necessary and crucial to
counter the military dimension of a hybrid aggression. However, the military is only one instrument
in the defense toolbox – and most probably not the
one of primary importance. As part of its efforts
to counter hybrid challenges, NATO established a
Strategic Communication Center of Excellence in
Riga (Latvia) to maintain information sovereignty
and counter deception campaigns. At the Brussels
summit, NATO members decided to establish CounterHybrid Support Teams that – upon the request of an
ally – can support national efforts in a variety of areas,
including cyber defense, countering disinformation
or energy security.19
In response to “common threats, which can also
target cross-border networks or infrastructures”, the
European Union proposed a “Joint Framework on
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Countering Hybrid Threats to facilitate a holistic
approach that will enable the EU, in coordination
with Member States, to specifically counter threats
of a hybrid nature by creating synergies between
all relevant instruments and fostering close cooperation between all relevant actors.”20 Within this
framework, the EU established institutions like the
EU Hybrid Fusion Cell as an element of the EU
Intelligence and Situation Centre (EU INTCEN) or
the European Centre of Excellence for Countering
Hybrid Threats in Helsinki (Finland)21 that is carried
by more than twenty EU and NATO members. Those
bodies do research, collect reports and assessments
from member states and common agencies that can
be evaluated and used to prepare national and collective countermeasures.22
Besides its efforts within the Joint Framework,
the decisive strength of the European Union lies in
the social and economic basis for societal cohesion
that it offers to its member states. The relatively
high degree of freedom, economic opportunities,
welfare, functioning institutions, rule of law and
non-discrimination makes EU member states with
big ethnic minorities less prone against hybrid exploitations of societal splits and cleavages. There is
not much a possible aggressor can offer to outrank
the tangible advantages of considerable welfare, a
stable currency or an EU passport with the freedom
of movement it guarantees.23
As nationalistic movements and their success in
many countries illustrate, EU membership does not
provide immunity against dissatisfaction that can be
stirred up and exploited by interested external actors. The likelihood of those grievances to escalate
to unrest or even revolution, however, seems to be
limited. On the contrary, the EU provides a political
and legal framework that helps to tame political actors
and mitigate problematic developments in countries
like Hungary or Poland where democratic achievements are currently at stake, e.g. through the rule of
law framework the EU has initiated against Poland
in accordance with Article 7 of the Treaty on the European Union to protect the country’s legal system.24
In the case of Hungary, the European Parliament in
2018 has asked EU member states to determine, in
accordance with Treaty Article 7, whether Hungary
is at risk of breaching the EU’s founding values.25
The jury is still out, but the sizable advantages of
being part of a strong Union will outweigh nationalist temptations.

BUILDING RESILIENCE – WHAT STATES
AND SOCIETIES CAN DO
In the debate on how states and societies should
deal with complex hybrid risks and challenges,
“resilience” has become a new key concept. As in
the case of hybrid warfare, there is again no clear
definition of resilience. In general terms, resilience
describes the ability of a system or an organism to
maintain its basic vital functions even after having
suffered a severe damage.26 In terms of national
security, resilience means to absorb a major shock
like a military strike, a terrorist or cyber-attack or
a series of lower-scale actions across the whole
spectrum of hybrid warfare and to continue, as far
as possible, normal life. In democracies, the most
important element of a nation’s or a society’s stability
is its citizens’ trust in good governance and stable
institutions.27 To achieve and maintain this trust, it
is necessary to keep the balance between security
measures and freedom as well as civic rights, and to
avoid a successive transformation into a surveillance
state. To this end, states must create capable security
agencies that are able to identify and tackle threats
respectively to mitigate the consequences of hybrid
attacks. To be credible, those institutions need to be
strong in analysis and assessment as well as in effective counter-measures – and well interconnected
with their national and international partners.
Security agencies are decisive in the struggle
against hybrid threat. It is, however, equally important to any national security strategy to start from
the insight that hybrid actions use and reinforce
dissatisfaction and complaints within states and
societies, but they do not produce or import them.
Hence, building resilience begins with a remorseless
analysis of a state’s weaknesses and vulnerabilities
within its own realm. Governments, elites, political
parties or social groups must find sober answers
to the question how effectively they can guarantee
societal security – or, in the terms of Acemoğlu and
Robinson28, how inclusive or how extractive their
existing system is.
The most important indicator of inclusivity is the
degree of trustworthiness that political and societal
institutions enjoy amongst the citizens. It depends
fundamentally on democratic legitimacy and rule
of law-based procedures that guarantee integrity
and transparency. This includes effective efforts to
detect and fight corruption, nepotism and any other
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Fig. 7: Governments, elites, political parties
or social groups must find sober answers to the
question how effectively they can guarantee societal security, as Acemoğlu and Robinson describe
in their study.

arbitrary access to resources of power and wealth. In
this context, governments and civil societies must ask
themselves, whether there are equal opportunities for
all citizens to participate in public, social and cultural
life. Are there complaints of discrimination and how
seriously are they taken? If there are cleavages and
disruptions, what can be done to effectively enhance
societal integration across all existing differences? It
is crucial for the build-up of societal resilience how
seriously the integrative efforts of a government are
perceived by the individuals and groups concerned.
The most important characteristic that distinguishes a
mature and successful democracy from a potentially

unstable political entity is the way the majority treats
minorities and respectively the manner in which the
powerful treat the weak.29
The way a society deals with the challenges of
disinformation, fake news and propaganda can be
considered as a valid litmus test of its resilience.
The response to information campaigns cannot be
confined to counter-propaganda or “strategic communication”. As an essential element of hybrid warfare,
false information is particularly successful if political
communication and public opinion are segregated
in camps that live in their filter bubbles. It takes
effort and time to open those people up for mutual
communication and discourse on how to deal with
common problems. The fundamental prerequisite for
this endeavor is again trust and credibility. The less
inclusive a society is, the more fertile the ground is
for the manipulation of dissatisfied individuals and
groups. Only if state institutions and civil societies
live up to the values of free and inclusive societies
based on integrity, transparency and rule of law,
institutions and free media, the sharpest sword of
hybrid warfare turns blunt.30
CONCLUSION
Hybrid threats and warfare are not new phenomena,
but in the globalized world with its breath-taking
development of ever-faster communication, its impacts become massive and dangerous. They pose
new challenges to national security policies and
agencies – but at the same time adequate defensive
measures open immense opportunities for a society:
true resilience requires a certain degree of satisfaction
and happiness amongst all its citizens. Responsible
governments and civil society actors will take into
account the close nexus of societal and national security and strive to make their citizens happier – and
their nations stronger.
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